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1. Introduction
The Canadian Civil Liberties Association (“CCLA”) provides these submissions to the
Members of the Standing Committee on Alberta’s Economic Future (“Committee”), for
consideration in your review of the Personal Information Protection Act. CCLA’s
submissions address questions 3, 4, 6, 7, 8, 17, 18 and 22 as itemized in the Discussion
Guide for written submissions. We appreciate the comprehensive approach of your review,
and the opportunity to have our input on select issues considered by the Committee, in
preparation of your recommendations.
The CCLA is an independent, non-governmental, non-partisan, non-profit, national
organisation, with thousands of supporters drawn from across the country. Founded in
1964, CCLA was constituted to promote respect for and observance of fundamental human
rights and civil liberties, and to defend and foster the recognition of those rights and
liberties. CCLA’s major objectives include the promotion and legal protection of individual
freedom and dignity against unreasonable action by public authority, and compliance with
Canadian constitutional and international legal obligations. For fifty years, CCLA has
consistently been granted leave to intervene in many important cases at all levels of courts
across the country, including the Supreme Court of Canada and the Federal Courts.
To remain effective, legislation must have the tools to respond to evolving challenges.
Privacy legislation is subject to this imperative more than most: rapid and continual
technology advances are accompanied by new and changing data collection methods, uses,
and practices in disclosure and sharing. Further compounding this scenario is the rapid
evolution of new and changing actors in the information economy who take advantage of
these new technologies, and find creative new ways to use and potentially profit from
personal information. Without strong and effective legal protections, privacy rights can be
seriously compromised.
As such, privacy laws must be effective and nimble --- capable of responding to existing
and future technological uses of personal information, and new types of personal
information, in a playing field of ever-increasing private and public sector actors --- in
order to protect the core privacy rights that lie at the heart of our democracy.1 Our
recommendations are made with these overarching concerns in mind.

11

R v Dyment [1988] 2 S.C.R.417, at 17.

CCLA/3

AEF-015

2. Are the exemptions to PIPA appropriate? (Question 3)
CCLA recommends that the Committee remove the exemptions in Part 1, section 4 (3)(m)
and (n), which permit political parties and candidates for office to collect the personal data
of Albertans without adhering to privacy law. These exemptions provide for:
(m) the collection, use or disclosure of personal information by, or for, a registered
constituency association or a registered party as defined in the Election Finances and
Contributions Disclosure Act or in respect of an office or a position in a registered
constituency association or a registered party;
(n) the collection, use or disclosure of personal information by, or for, an individual who
is a bona fide candidate for public office or for an office or a position in a registered
constituency association or a registered party as defined in the Election Finances and
Contributions Disclosure Act where the information is being collected, used or disclosed,
as the case may be, for the purposes of campaigning for that office or position and for
no other purpose.
In our view, effective privacy protections will not undermine a strong political process –
both are essential in a democracy. To the contrary, democracy and public confidence2 in
electoral processes will be strengthened by transparent and accountable procedures. At a
minimum, those who seek government office and collect personal information, should be
held to the same privacy standards that are mandatory for other types of organisations
collecting personal information.
This is particularly the case given the four trends in contemporary political campaigning
and personal information collection identified by Professor Colin Bennett:
the shift from stand-alone voter management databases to more integrated voter
management platforms (popularly called “the campaign in a box”); the shift from mass
messaging to micro-targeting, including the integration of personal data from
commercial data brokerage firms; the increasing and more unstructured capture of

2

Surveys indicate that public trust in politicians is low and engagement in the political process is fragile. See for
example Samara’s 2015 report Democracy 360, which indicates that “Only 40% of Canadians report that they trust
MPs to do what is right and only 42% of Canadians place some trust in political parties.” (Samara 360: A report
card on how Canadians communicate, participate and lead in politics, 2015, p. 4. Available:
http://www.samaracanada.com/docs/default-source/triorodropbox/democracy360 story digital final.pdf?sfvrsn=2). Similarly, an Ekos study that asked Canadians if they felt
that parliament would ‘do what is right’ found that only 24% of Canadians said yes in 2013, down from a high of
near 60% in 1969 (See: Lenihan, D & Bennet, C. (2015) “Introduction, Trust in Government,” Available:
http://canada2020.ca/open-government-open-dialogue-lenihan-bennett/).
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user-generated data from social media; and the development of mobile applications for
political messaging and campaigning. 3
As Bennet describes, political parties and candidates are increasingly leveraging strategies
of extensive data collection and sophisticated data analysis during election campaigns.
They are doing so using data collected directly from citizens in a variety of ways, and also
by purchasing information about citizens. In other words, political campaigning is
becoming data driven to a point that may not be entirely obvious to the potential voters
whose information is being compiled (from sources they might not anticipate) and
analysed, and used in ways very similar to commercial entities whose data collection and
use practices are covered by PIPA. The ways that political parties handle personal
information affects “their employees, donors, volunteers, members and supporters as well
as registered voters whose information they obtain from Elections Canada” as well as any
individual a canvasser might contact during a campaign.4
In this regard we ask the Committee to consider the BC Personal Information Protection Act
(“BC PIPA”): the BC PIPA does not contain a specific exemption for political parties or
candidates. Further, the BC PIPA has been interpreted to allow the Privacy Commissioner
investigative powers, which were used in a 2012 case that investigated the privacyinvasive use of social media in candidate screening practices.5 CCLA calls on this
Committee to consider the merits of following this BC example.
In summary, CCLA recommends removing the exemptions in Part I 4(3) (m) and (n) which
apply to constituency associations, political parties, and political candidates. Removing
these exemptions will ensure that all parties are accountable for ensuring the quality and
security of the information they collect, and are required to develop effective privacy
protection policies around data handling and access. It would also allow Albertans to make
requests to know what information is held about them, and to request access to that
information and have it corrected, if necessary. Finally, it will address public concerns that
political parties are collecting information lawfully and fairly.

3

Colin Bennett, “Trends in Voter Surveillance in Western Societies: Privacy Intrusions and Democratic
Implications,” Surveillance & Society 2015, 370--‐384 at 374. Available:
http://library.queensu.ca/ojs/index.php/surveillance-and-society/article/view/voter_surv
4
Colin Bennet and Robin Bayley, “Canadian Federal Political Parties and Personal Privacy Protection: A
Comparative Analysis,” a paper prepared for the Office of the Privacy Commissioner of Canada, 2012, at 22.
Available: https://www.priv.gc.ca/information/research-recherche/2012/pp_201203_e.asp.
5
BC Information and Privacy Commissioner, P11-01-MA Summary of the Office of the Information and Privacy
Commissioner’s Investigation of the BC NDP’s use of social media and passwords to evaluate candidates.
Available: http://www.oipc.bc.ca/Mediation_Cases/pdfs/2011/P11-01-MS.pdf.
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3. Are the provisions dealing with forms of consent and the conditions
attached to their use appropriate? Please explain why or why not and provide
suggestions. (Question 6)
CCLA recommends changes to the proposed forms of consent in section 8(3) of PIPA. In
our view the opt-out provisions should be removed, allowing only express opt-in consent
specifying the terms of service, and the information that will be collected and
corresponding uses, access and disclosure practices. Our reasons are set out below.
Issues of consent for the collection, use, and disclosure of personal information are
becoming more complex as organisations become increasingly interconnected, more
motivated to share information, and more likely to utilize third parties for some aspects of
information processing. Consumers are often being asked to consent to uses that are not
clear or information sharing agreements whose implications may be difficult to assess.
Consumers are also increasingly being asked for consent not just for primary uses of their
information, to provide the relevant product or service the consumer wishes to use, but
also for secondary uses such as “market research”, a term that opens up a wide range of
potential uses for information.
For example, in a recent study on the privacy policies and practices related to connected
cars, conducted with funding from the contributions program of the Office of the Privacy
Commissioner of Canada, the connected car ecosystem was identified as consisting of an
automaker who supplies network technology in the car and a wide a range of third party
service providers who provide applications such as navigation assistance, communications,
entertainment and network connectivity. As the study notes:
There are too many players in the Connected Car ecosystem. Many of these players
have their own terms of service and privacy policies that consumers are expected to
read, understand and agree to (or else seek an alternative with a more acceptable
policy). Meaningful consent in this context is virtually impossible. Even if OEMs [Original
Equipment Manufacturers] competed on privacy and provided more privacy options in
their terms of service, average consumers simply do not have the time, never mind the
expertise, to review and take into account so many different terms of service and
privacy policies.6
Individuals are confronted by further challenges when organisations are allowed to obtain
consent if a customer has not opted out of information collection, rather than requiring
express opt-in consent. Particularly when it may be difficult for individuals to understand
6

BC FIPA, The Connected Car: Who is in the Driver’s Seat?, 2015, at p. 113. Available:
https://fipa.bc.ca/wordpress/wp-content/uploads/2015/05/CC report lite-1v2.pdf.
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precisely what the implications of consent will be, in relation to the ways their information
is going to be used and shared, it is important to provide consumers with the opportunity
to actively make a choice to accept the terms of service. Requiring an opt-in process
provides a moment when a decision must be made, rather than allowing an organisation to
assume that the absence of any action on the part of a consumer is equivalent to consent,
which is essentially what opt-out consent such as that provided for in section 8(3) of the
Alberta PIPA, permits. .
Only express, opt-in consent -- to specific terms of service, including the relevant privacy
policies that clarify the way personal information will be used -- can guarantee that optimal
efforts have been made to inform individuals about the privacy implications at issue.7
Internationally, the recently agreed-upon European General Data Protection Regulation
which, after an extensive process of negotiation, is expected to come into effect within the
next two years, is moving to a tighter consent model that specifies that consent must be
unambiguous.8 As a result, the GDPR prohibits opt-out consent, including a prohibition on
even those situations where a user has to “uncheck” a pre-checked text box to indicate
withdrawal of consent.9 This tighter consent model is useful and, moreover, a model which
may be necessary to consider to the extent that it will affect Alberta companies’ ability to
operate internationally if its privacy legislation fails to provide similar protection to
European citizens as their own regulation.

4. Should the provisions of PIPA pertaining to disclosure without a warrant be
changed? If so, what should be changed? (Question 7)
The Supreme Court of Canada in R v Spencer 2014 SCC 43, a case in which CCLA was granted
leave and intervened, held that in certain circumstances where people have a reasonable
expectation of privacy in certain personal information, a warrant will be required to enable
7

Particularly in the case of secondary uses, only opt-in consent meets an appropriate threshold of notice to ensure
individuals do not feel compelled to consent to information collection unnecessary for provision of the primary
service as per section 7(2) of PIPA.
8
Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on the protection of
individuals with regard to the processing of personal data and on the free movement of such data (General Data
Protection Regulation). Brussels, 25.1.2012 COM(2012) 11 final 2012/0011 (COD). Available:
http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf.
9
Ibrahim Hassan, “New EU data protection regulation,” The Law Society Gazette, 8 February 2016. Available:
http://www.lawgazette.co.uk/law/legal-updates/new-eu-data-protection-regulation/5053436.fullarticle.
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disclosure for law enforcement purposes, to ensure compliance with s. 8 of the Charter of
Rights and Freedoms. Arguably, the Alberta PIPA law enforcement access provisions,
specifically sections 20 (f), (m) and (n), are broader in scope than the provisions of PIPEDA
that were discussed in the Spencer case in relation to allowing the sharing of information
without consent, and therefore also potentially unconstitutional to the extent that
information is released under those sections without requiring judicial authorisation in the
form of a warrant. Section 20 (m) of PIPA specifies that information may be released
without consent if it “is reasonable for the purposes of an investigation or a legal
proceeding”: in our view, this section is overbroad, disproportional, and sets an
unreasonably low threshold for potentially highly invasive privacy invasions; failure to
require judicial authorization ensuring proportionality and necessity of the request risks
violating section 8 of the Charter in a manner unlikely to be justified by section 1.
As the Committee has pointed out in their guidance document, their BC counterpart10 has
supported narrowing sections of BC PIPA that allow information to be disclosed to law
enforcement without consent as a result of the Spencer decision. CCLA recommends that
this Committee follow the BC approach and consider Spencer in the Alberta PIPA
subsection; the default should be to require a warrant, and any exceptions to that
requirement should be narrow and precisely defined.

5. Should organisations be required to publish transparency reports on
disclosures made without consent to public bodies and law enforcement
agencies? (Question 8)
Transparency reports provide valuable public information that can foster and inform
public debates and decisions about privacy. 11 Citizens deserve, and many want, an
understanding of the nature and frequency of requests by law enforcement bodies for their
personal information without their consent or knowledge. While CCLA has argued above
that the ability for law enforcement to make these kinds of requests, absent a warrant,
should be severely limited in keeping with the recent SCC ruling in R v Spencer,12 to the
extent that such requests are allowed, a strong transparency regime is necessary to ensure
the public is properly informed about such activities. There is arguably little danger that
releasing aggregate statistics on requests can impair investigations, as there is ample
10

The Special Committee to Review the Personal Information Protection Act in British Columbia.
Office of the Privacy Commissioner of Canada, Transparency Reporting by Private Sector Companies:
Comparative Analysis, June 2015. Available: https://www.priv.gc.ca/information/researchrecherche/2015/transp 201506 e.asp [“Transparency”].
12
R v Spencer 2014 SCC 43.
11
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precedent for companies releasing such reports voluntarily with no serious harm, and
there is great public good to be obtained.
The Office of the Privacy Commissioner of Canada has advocated for a “reporting regime on
personal information disclosures to government by commercial organisations” since
2009;13 CCLA agrees. Moreover, to be effective, this regime should mandate a consistent
reporting structure and standardized terminology for the various categories of personal
information and disclosures to government, while maintaining sufficient flexibility to allow
organisations to meet the needs of their customer bases and reflect the unique
characteristics of their businesses.

6. Are the provisions of PIPA regarding notification of a breach of privacy
appropriate? Please explain why or why not and provide suggestions.
(Question 17)
Alberta has been a leader in breach notification in Canada, as the first Canadian jurisdiction
to require mandatory notification to the Commissioner.
This leadership role should continue. CCLA recommends that the provisions of PIPA
regarding breach notification be expanded in relation to three different points in light of
the recent amendments to PIPEDA by Bill S-4, the Digital Privacy Act14 : informing
individuals at the time of a breach, defining the threshold after which notice is required
more clearly within the Act itself, and data collection requirements in relation to breaches.
A) Informing individuals
Under PIPEDA (as amended by S-4, the Digital Privacy Act, when the section comes into
force) when a breach that creates a real risk of significant harm for individuals occurs,
organisations will be required by law not only to inform the Commissioner but also to
inform the affected individual (see s. 10.3). However under PIPA, the organisation is only
under an obligation to inform the Commissioner, who then in turn may decide to order the
organisation to inform the individual (see s. 37.1(1)).
CCLA agrees that organisations should be required to inform individuals directly if they are
affected by a breach that meets the relevant threshold (see below), as well as required to
13
14

OPC, “Transparency”.
Digital Privacy Act (S.C. 2015, c. 32)
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inform the Commissioner. Placing the onus for timely transparency on the organisation is
putting it where it belongs.
The Committee might also consider specific penalties that would be appropriate in
situations where breach notification is not undertaken or fails to conform to requirements
set by the Commissioner in content, timeliness or any other factor.
B) Definition of "real risk of significant harm"
The amendments to PIPEDA contained in the Digital Privacy Act define "real risk of
significant harm" as follows:
(7) For the purpose of this section, “significant harm” includes bodily harm, humiliation,
damage to reputation or relationships, loss of employment, business or professional
opportunities, financial loss, identity theft, negative effects on the credit record and
damage to or loss of property.
(8) The factors that are relevant to determining whether a breach of security safeguards
creates a real risk of significant harm to the individual include
(a) the sensitivity of the personal information involved in the breach;
(b) the probability that the personal information has been, is being or will be misused;
and
(c) any other prescribed factor.15
PIPA, by contrast, does not define a “real risk of significant harm” although guidance is
provided on the OIPC website. CCLA recommends such a specific definition be provided in
the legislation to create clarity. This position is supported by the published results of a
series of research workshops co-sponsored by the OIPC Alberta in conjunction with
AccessPrivacy. These workshops brought together more than 60 chief privacy officers,
compliance professionals, in-house attorneys and industry representatives and had them
work through a series of breach scenarios and assess whether they met the “real risk”
threshold for reporting. Results indicated that participants’ assessments did not always
correspond with those of the OIPC Alberta and that there was persistent disagreement in
situations where fewer individuals were affected, inconsistencies in the ways the value of
data was assessed, and a tendency to think that if steps had been taken post-breach to
mitigate damage, that might reduce the need to notify.16

15

Digital Privacy Act (S.C. 2015, c. 32)
Adam Kardash & Pamela Snively, ‘Exploring the Meaning of “Real Risk of Significant Harm” – 2011 Report on the
AccessPrivacy Breach Notification Workshops,” 2011. Available:
http://accessprivacy.s3.amazonaws.com/BreachReport2011.pdf.
16
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While a precise definition in the legislation would not eliminate uncertainties or
differences of interpretation, it would potentially serve to reduce them. The definition
provided in PIPEDA provides an appropriate starting place.
C) Data Collection for All Breaches
CCLA recommends that the Committee add a provision to require that organisations
maintain records of all breaches, and that these records must be supplied on request to the
Commissioner.
The PIPEDA amendments in the Digital Privacy Act provide for organisations to maintain a
record of every breach, as follows:
10.3 (1) An organisation shall, in accordance with any prescribed requirements, keep
and maintain a record of every breach of security safeguards involving personal
information under its control.
These records are to be provided to the Commissioner on request. Ensuring that
organisations keep track of all breaches, regardless of assessed risk, and that they know
that they are accountable to the Commissioner for doing so is a strong step toward needed
data security, and could also promote improved data stewardship. Further, the record
keeping requirements should be sufficiently robust to enable the Commissioner to assess
whether or not risk threshold assessments are, in fact, being carried out by organisations in
ways that are reasonable and in accord with the legislation. It is appropriate to set a fairly
high threshold for breach notification to individuals, as PIPA (and now PIPEDA) has done,
but it is challenging, absent a record-keeping protocol such as the one we propose, to make
a good assessment of compliance with the letter and spirit of the law when only breaches
deemed serious must be recorded and reported. Requiring ongoing record keeping for
every breach will provide the Commissioner with a new tool to use toward that end.

7. Should the Commissioner’s powers be changed or expanded? Please
explain why or why not and provide suggestions. (Question 18)
The order making powers as specified in Alberta PIPA, along with the ability to assess fines
and penalties under the Act are an essential means of ensuring the Act’s effectiveness and
should not be diminished in any way.
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8. Do you have any other suggestions or comments regarding PIPA? Please
comment on any topic relevant to PIPA not addressed by this discussion
guide. (Question 22)

CCLA requests the Committee to consider the scope of personal information as enumerated
by the act. This would not require any changes to the definition of personal information,
which in section 1 (1)(k) is defined as “information about an identifiable individual,” but
might include guidance of some kind regarding the intention of the definition to be
expansive in relation to new technologies and data practices.
As the discussion guide for this consultation notes, “PIPA’s definition of personal
information is intentionally broad in order to capture all forms of personal information and
also account for new forms of technology which may create additional and unforeseen
methods of identification.”
The list of the kinds of information covered by this definition, as provided for exemplary
purposes in the guide, is extensive and includes address, telephone numbers, email
addresses, financial history, purchases, unique identification numbers and account
numbers, among many others.
A category of information that does not occur specifically on this list, but that CCLA argues
should appear, is communications metadata. Metadata is increasingly emerging as an
important new kind of personal information, directly related to the increasing
intermediation of our daily lives through a range of technologies. Metadata can be defined
as “information generated by our communications devices and communications service
providers, as we use technologies like landline telephones, mobile phones, desktop
computers, laptops, tablets or other computing devices…the digital crumbs that we leave
behind” when we function online.”17
Some metadata forms can be revealing in and of themselves; for example, the Office of the
Privacy Commissioner of Canada (OPC) in a 2013 study commented on the privacy value of
IP addresses, and noted that one data point could reveal website habits that reveal
“political inclinations, state of health, sexuality, religious sentiments and a range of other
personal characteristics, preoccupations and individual interests.”18

17

Ann Cavoukian, Information and Privacy Commissioner, Ontario, A Primer on Metadata: Separating Fact from
Fiction, July 2013. Available: https://www.ipc.on.ca/images/Resources/metadata.pdf.
18
Technology Analysis Branch, Office of the Privacy Commissioner of Canada, 2013, “What an IP Address Can
Reveal About You,” at p. 4. Available: https://www.priv.gc.ca/information/researchrecherche/2013/ip_201305_e.pdf.
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Other forms of metadata are revealing in combination. For example, a recent Stanford
study found that researchers could predict romantic relationship automatically using only
phone metadata,19 while a study at MIT looked at months of anonymized cellphone data
and found that using 4 data points, they could identify individuals 95% of the time.20
We recognize that there is nothing in the existing definition that precludes metadata from
being considered personal information, and in fact, Canadian courts have begun to take the
privacy interests inherent in metadata seriously. In Gordon v Canada (Health), which in
turn built upon a position articulated in Canada (Information Commissioner) v. Canada
(Transportation Accident Investigation and Safety Board)21 it was found that information is
“ ‘about’ an identifiable individual if it ‘permits’ or ‘leads’ to the possible identification of
the individual, whether alone or when combined with information from sources ‘otherwise
available’ including sources publicly available.” 22
The Supreme Court of Canada, in the context of analyses of reasonable expectations of
privacy under s. 8 of the Charter of Rights and Freedoms, has recognized that personal
computers contain “automatically generated” data that may reveal personal information (R
v Vu) and that IP addresses can reveal personal information (R v Spencer).23
Despite these and other decisions from the courts, there remains dispute in the public
sphere about whether or not metadata should be considered personal information,
requiring protection under privacy legislation. Particularly in the context of debates around
national security surveillance, but also, perhaps more relevantly in connection to this
review, in relation to lawful access requests, there have been arguments advanced that
metadata is like “envelope information” requiring no privacy protection. While these
arguments are complicated by the fact that there are a number of different kinds of
metadata that vary in the amount of information that they may contain and/or reveal alone
or in combination, the basic principle that we would like the Committee to support is a
simple one. A clear message that any metadata that may permit identification of an
individual is deemed ‘personal information’ and accordingly within Alberta’s legislation
would be an invaluable step toward important privacy protection, and further, would put
Alberta in the position of leading the way for other jurisdictions.

19

Jonathan Mayer and Patrick Mutchler, “MetaPhone: Seeing Someone?,” November 27, 2013. Available:
http://webpolicy.org/2013/11/27/metaphone-seeing-someone/.
20
Yves-Alexandre de Montjoye et. al., “Unique in the Crowd: The Privacy bounds of human mobility,” 2013,
Scientific Reports, nature.com. Available: http://www.nature.com/articles/srep01376
21
[2007] 1 F.C.R. 203 (F.C.A.).
22
Gordon v Canada (Health), 208 FC 258 at para. 33.
23
R v Vu, 2013, S.C.C. 60 at para 42, and R v Spencer, 2014, S.C.C. 43 at paras 32 and 50.
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CCLA thanks the Committee for the opportunity to make this submission and to contribute
to this valuable review of Alberta’s privacy legislation.
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